HMHCcTpYyKIMS 3(0) 100aBJIEHUIO
KOHTEMHEepA U cepTUPUKATA B PEECTP

Hacrosimmass MHCTPYKIHMS COAEPIKUT ONUCAHHE NEHCTBUU MO J00aBICHUIO KOHTEHHEpa B peecTp
Windows u ycTaHOBKe B HEro cepTh(UKaTa I IPOBEACHHS TPCHUPOBOYHBIX YCTHBIX 9K3aMECHOB B
00pa30BaTeIbHBIX OPraHU3aIMIX 0€3 IepCOHAIbHOrO ToKeHa uieHa ' OK.

Baoicno!

Bce ()eﬁcmeu}z, ONUCAHHbIE 6 UHCMPYKYUU, 6bINOJIHAIOMCA HA KOMnvlomepe nocjie yCmaHo6Ku
CmaHuuu 3anucu omeenios.

B x00e ycmanosxu Cmanyuu 3anucu omeemos agmomMamuyecku OO0JHCHb YCMAHOBUMbCS
odononHumenvhvie npocpammusie cpeocmea « Kpunmollpo CSPy.

Jlnia noGaBieHust KOHTeHHepa U cepTuduKaTa B peecTp MOHAI00ATCs clieayomue Ghaibl:
e school_demo.pfX,
e school_demo_cer.cer.

1. JlobaByienne KoHTeiiHepa B peectp Windows

1.1. Otkpoiite aiin «school_demo.pfx» (IBOMHBIM MICTYKOM MBIIIKH WK HAKMHUTE MPABOU
KHOTIKO# U BbIOepuTe «YcTanoBuTh PFX)).

B pesynbrare 0TKpoeTcst OKHO MacTepa UMIIOpTa CepTU(HUKATOB CIECIYIOIETO BH/IA:

Macrep nMmnopta cepTUHUKaToOB

3TOT MACTEP NOMOrEET KOMMPOBaTE CEPTUHOMKATEI,

1
|
P |
i g_l CNHCKK A0BEPHA K CNWCKK OT3bIES CEDTHIiIMKETDB c
£ __:iw NOKaNEHOro AWCKa B XpaHHunuwe EEFITHlilHKETDB.

CepTUdMKaT, BelAGHHEIM LEHTPOM CEPTHDMKALIN,
ABNASTCA NOATESPAHAEHWEM BaLWEA NMHHOCTH W
COAEQMHMT MHDOPMALYAD, HEoDXOAMMYID ANA 3EWMTH
AEHHEIX MMM YCTSHOBNEHWMA 3ALUMILEHHEIX CETEBbLIX
NOAKAKIYEHHA, XPEHUMMLLE CEpTMHOMKATOE - 3TO
oBNaCTE CACTEME], MPEAHAZHAYEHHaA ANA XPAHEHWA
CEPTHDMKATOE.

[na Npoaom+HeHUA HEHMUTE KHonKy “Janee”,

< Hazan I[ Oanee > ]I[ OTHEHS

1.2. HaxxmuTte kHONIKY «/laneey.



1.3. Y6enurecsh, uro B none «Vms (aiinay aBTOMAaTUYECKH YKa3aH KOPPEKTHBIN MyTh K (ailry
«school_demo.pfx» u Haxxmurte KHOMKY «Jlamee».

[Tpu HeoOx0MMMOCTH HaXXMHUTE KHOTIKY «O030p...» U BbIOepUTe 3TOT (haiil BpyuHYIO.
r——

MacTep umnopTa cepTMdHNKaTOE

MmnopTupyemeii dain
YKEHWUTE MMIOPTHPYEMBI haitn.

WnmA daina:

Qbz0p...

JaMEYSHWE: CNeayHOWME HOPMETEI DaHN0E MOryT COQEpaTE honee oaHoro
CepTHdMKaTE B 04HOM daline:

dain ofiMeHa naHoR rHQopralwen - PKCS £12 ((PFX,.P12)
CraHoapT Cryptographic Message Syntax - cepTudwmkatel PKCS #7 (.p7h)

¥paHMMMLLE CEPUANMI0BSHHEIX CepTudMKaToE (L55T)

MoapobHee o dopraTte bainos cepTMDMKETOE

1.4. Beeaure napoinb «123» 1 HaXXMUTE KHOIIKY «Jlanee».

N3meHsTh BHIOOp TOMOTHUTENBHBIX TAPAMETPOB HE HYXKHO, 110 YMOJIYaHHUIO Oy/aeT BbIOpaH
TOJIbKO OJIMH MYHKT: « BKJIIFOYUTH BCE PaCIIUPEHHBIE CBOMCTBAY.

S
Mactep vmnopTa cepTidKaToE

Mapone
ﬂﬂﬂ ofecnedeHus BesonacHoCT 3EK.|JbITbIﬁ KNDY 3SULMLLEH NaponeM.

BeeauTe Naponk ANA 33KpEITOMD KAKKYa,

Napons:

[7] Broum e youneHHYHO 38WMTY 3aKPEITOro Koua. B 3ToM cnydae npu Kamaom
MCNONE30BaHHW MPUNCHKEHWEN 3EKPEITOND KNtoYa BYAeT BlIASEaTLCA 3anpoc.

[ MomeTiTe 3TOT KoY Kak 3KCNOPTHPYEMBI, 4TO NOSBONMT COXPaHATE
SPXHEHYID KOMWID KNKIHE M NEPEMEILETE era.

BKNKIYMTE BCE PACIUMPEHHEIE CEORCTEA.

MoapofHee 0 38WMTE 3EKDLITEIX KNDYER

< Hazan | fanee > ]I[ OTMeHa



1.5. Ha caenyromiem mare Taxke HOKMHUTE KHOTIKY «/laneey.

N3mensTh ciocod BeIOOpa XpaHWIIHINA HE HY)KHO, IO YMOJTYaHHUIO OyJeT BHIOpaH BapHaHT:

«ABTOMAaTHYECKH BBIOPATh XPaHUIIMILE HA OCHOBE TUIIA CEPTU(DUKATAY.
-

MacTep vmnopTa cepTmdukaTo

¥Xpanwnuue cepruhUKaToE
¥PEHUNMLLE CEPTUHMKETOB - 3T0 CMCTEMHBIE 0ANSCTH, B KOTOPLIX
X¥PEHATCA CEPTHOMKETEI,

Bribop XpaHunKWa MokeT Beime npomseeneH Windows asTOMSTHHECKM, K e
MOMHO YKE38Thb PASMELLEHME CEPTHDMKATE BPY|HYIO.

(@ ABTOMATMHECKM BEIDPATE XPAHWIMULE HA OCHOBE THNA CEpTUDMKATE;

() MoMECTHTE BCE CEPTUMKETLI B CAEAYHOWEE XPaHHAMLLE

ROEHHMMULE CEpTHRHKATOE:

HOHDOEHEE 0 XDEHUNMWEY CEpTUdMKATOR

1.6. Haxwmure «I"0TOBOY.

MacTep vMnopTa cepTMRKUKATE!

3aBepweHne macTepa UMnNopTa
cepTUprKaToB

CepTudukaT Dy aeT MMNOPTHMPOBEH NOCNE HEKATHA
wHomk “ToToso”,

BbinM yKasaHbl CNenyolMe NaPaMETPBL:

BuifpaHHoe XpaHUNMWE cepTUhMKaTOE Il EEptE e

CoaepHaHue PFX
WMA daiina C:\school_demc

o o




1.7. B nosBuBmemcs okHe «Kpunrollpo CSP» naxmure «OK».
B kauecTBe ycTpolicTBa A0KeH ObITh BhIOpaH «PeecTpy» (yKa3aH 1o yMOJIYaHHUIO).
Kpunrollpo CSF L'

0:09:57
[2)=m BcTaBeTe M BoibepUTE HOCUTEMb NS XPEHEHNS KOHTEAHEDS
G2 sakpemoro knoda “school_demo”,

CeeneHuA

Y¥CTpolcTES: BrTaBneHHBI HODMTENk!

i

Peectp

>

Aletive T

CocToaHue:

J[ OTMeHa ] [ CeeneHWAa <<

1.8. 3amaiite maponb JUIs KOHTEWHepa, yKaxute ero B momix «HoBeii mapomb» u
«IlonTBepxneHue».

Baocno!

Bo usbeoxcanue nymanuyvl pekomenoyemcs ucnoib3o8amsv «Cmapuvlily napoib KOHMmMeuHepa:

«123».

byovme enumamenvnvl npu ykasanuu napoas. Ilapons, komopuwiti Bul 3a0adume na smom wiaze,
byoem ucnonv3osamucs 8 Kauecmee napoiasi oocmyna K mokxeHy ynena 1 IOK e unmepdeiice
Cmanyuu 3anucu omeemos.

K= ?Sadn-laﬁ'lrednapenb ANA COZ03B3EMOrD KOHTERHEDS
B == ool_demao”,
L|:I =

(@ ¥CTEHOBMTL HOBLIA NEpont

[ MoapofHes ==




1.9. Beeaure naposnb, KOTopslid Bel 3aa5in Ha npeapiayiieM mare (peKoMeH10BaHHbIH «123»),
U HOKMHTE KHONKY «OK».

Kpunrollpo CSP -4 J

0:09:45

[2)=m BEeaWTe Naponie ANA KoHTedHepa "school_demo™
| ==
=

1

|:| 3anoMHWTE Napons

o J|2 [omes

1.10. [Ipu mosiBIEeHUH COOOUICHHS C MpPEeaynpexaeHHeM O 0e30MacHOCTH HAXXKMUTE KHOIKY
«da».

F 5
MpeaynpexasHue o BE3CNACHOCTIA l"'m"-'l

loToBMTCA yCTaHoBKE cepTrdgnKata oT ueHTpa ceptudukaunn (LLC) B
L 3TOM JOMEHE

CRYPTO-PRO Test Center 2

He yaaerca npoeepnts, uto ceptudmkar npuaagnesat "CRYPTO-PRO
Test Center 2". OBpaturece k "CRYPTO-PRO Test Center 2"
NoATEEpANTE ero nponcioxgedne. Cnegyrowme ynona GygyT nonesHb
AR A3HHOTO NpoLecca:

Ornedaror (shal} : 04625529 OBOEB1CD D179709A BECE1F69 9E3687F3

Mpegynpexgenne:

Ecnw ycTanoenTe AaHHbIA kopHesol cepTidmiar, To Windows
BTOMATHUECKN ByAeT AoBEpPATE NtoBoMy CepTdNKaTY, BEIAEHHOMY
LU C. ¥eranoska cepTudinmkata Ges oTnedaTka MOXET NPHUBECTH K PHCKY
GezonacHocTy. "[a" yKaseIBaeT, UTo pUCK NPWUHMMAETCA.

YcTaHoeWTe gaHHbIA cepTwduakar?




1.11. TToBTOpHO BBEIWUTE TAapOJib, KOTOPbIH Bbl 3amanu Ha TpebIAylIeM IIare
(pexomenoBaHHBIN «123%), 1 HAXkMHUTE KHONTKY «OK».

0:09:45

[2)=m BEeaWTe Naponie ANA KoHTedHepa "school_demo™
| ==
=

1

|:| 3anoMHWTE Napons

1.12. B pe3ynbraTe MOSBUTCS OKHO C COOOIIEHHWEM OO0 YCIEIIHOM BBIOJHCHHH HMIIOPTA.
Haxwmure «OK».




2. YcTaHoBKA cepTU(UKATA B KOHTEHHeEp

2.1. 3anmycture Kpunrollpo CSP (Knomnka «Ilyck» — «Bce mporpammery — KPUIITO-ITPO —
Kpunrollpo CSP).

| Stimulsoft Reports.Ultimate 2014.1 Trial _

| StoneGate

. TechSmith

, Tetal Commander

, VideolAM DokymeHTs!

, Windows Phone

| ApTozarpyska Vzobpaxennn
| Wrpei

| KPUMTO-MPO Mysbika

[Hg Kpwuntollpo CSP

W~ Kpuntollpo PKI Komnsrotep

Iﬁ-‘ CepTrdnkatel
¥npaesnenne nnuensuanmn Kpuntoellpe PKI

Manens ynpaeneHmna

. OBcnysunearne . .
YeTpoicTea W NpUHTEPEI
, MO 'Cranumna aeTopwzaumn Rutoken C5P1.3"

. MoaroToexa KIAM

A Mporpamme No ysmon4aHnmg
| Mporpamma yaanedua npudtepa Canen
. CranpapTHele Cnpaska n noggepska
| CTaHUWA 3aNWCcK OTBETOE

, CraHuma nedatw KMM 3.1.2

Hazag

Halimu npozpare U galiae | | aaepmeuwe TI:I [

2.2. B otkpeBmemcs oknHe «Kpumpollpo CSP» nHa Bkimaake «CepBHC» HaXMHUTE KHOIKY
«Y CTaHOBUTD JIUYHBIN CEPTURHUKAT. .. ».

ANropUTMBI | BezonacHoCTe I Winlogon | Hactpoii TLS

Obiwme | CbopyaoBaHHeE | Cepenc | AononHUTENEHD

KOHTERHED 38KPEITOMD KNKOYa

3TW MACTepa NOSEONAKST NPOTECTHPOBATE, CKOMMPOBETE MK
YoaniTe KJ:IHTEEHEFI 3aKpbITOMD KNDYa C HOCUTERNA.

IHDOTECI'MDOBETh... I [ CKONMMPOBETE... ] [ YaanuTb...

CepTUDMKATEI B KOHTERHEPE 33KPEITOrD KKYa

ITOT MECTER NO3BONAET MPOCMOTPETE CEPTUMKATEI, HEXOAALLMECA
B KOHTEHEDE 38KPEITOrD KIKOYE, M YCTEHOBMTE MX B XPaHUIMLLE
CEPTHMKETOE,

[ MpOCMOTPETE CEPTMHMKATEI B KOHTEAHEDE. .

NU4HBIA cepTUDMKaT

3TOT MACTEP NOSBONAET CBASETE CEPTHMGMKAT 13 dalina c
KOHTERHEPOM 3EKPBITOMD KIKIUE, YCTEHOBME STOT CEPTUOUKET B
KPEHWIMLLE.

[ YCTEHOBMTE AMYHBIA CEPTHRMKET. ..

MaponK 3aKpbITEX KMoYel

3TW MACTEPS NOSEONAKDT M3MEHMTE Naponk (MMH-KoaE!) ZaKkpEITEIX
KNHOYER MK YAENMTE 3aN0MHEHHEIE PESHEES NEPOM,

W3MEHKTE Naponk. .. ] [ Y¥AENMTH 3aMNOMHEHHLIE NaPOMM. ..

OK H OTtmeHa ] MpMMEHKUTE




2.3. B pesynbrare oTKpoercsi «MacTep YCTaHOBKH JIMYHOTO cepThdHKaray. HaXMHUTe KHOIKY
«0030p...» u BeIOepuTe (aiin «school_demo_cer.cer». ITocne storo Haxkmure «Jlaaeey.

Pacnonoxeswe paiina cepmadukara
BeEmaTE MMM YKENWMTE PACNONOKEHWE BEANa YCTEHABNWEIEMOr D CEPTURMKATE ﬁg

1
Hrmn daiina cepmidkaTa:
Cachool_demo_cer.cer

PopMaET PIANE MOKET OOHMM M3 CNE DYV

FPaiin cepmaduakara - X.509 (CER, CRT)
Coofiwenwe ctaHpapta PECS #7 (P7B..P7M..DER)
¥pPEHWNWLLLE CEpMANMS0EaHHBN CEpTURMKATORE ((S5T)

JaMeyaHue:

HekoTopeie hopMaTe! ©aRN0E MOryT COASPXETE B 04HOM daine
fones 0AHOMD CEPTUMKATE.

2

< Hazan [ Lanee = ] [ Cimaeta ]

2.4, Ha cnenyroneM 1iare TmpoBepbre, uto B mone «CepTudukary ykazaHO 3HAYCHHE
«school_demo» u Haskmute «/lanee».

MNpocroTpuTe U BBIBEPUTE CEPTMGMKAT ANA YCTAHOBKM F;g

Cepmadmxar: school_demo

CyfibexT: CM=school_dema

MNocTaBWMK E=suppornt @cryptopro.m, C=RU, L=Moscow, O=CRYPTO-FRO LLC, CN=CF
OeicTeuTEneH C: Gmapra 2015, 14:26:33

DNefcTBMTENEH NO: GwoHA 2015 . 14:36:33

CepritHeIR HoMep: 1200 02A7 5472 9C82 BSC4 C2A3 FEOD 0000 02A7 54

Ofzop...




2.5. Boibepure nyHKT «HaiiTu KOHTEHHEp aBTOMAaTHUECKU.

Konrtelfnep sakpoitoro Kmoua
BecmiTe vnM yKakMTe KOHTERHED SEKPEITOMD KDY, KOTOPEIA COOTEETCTEYET
EbIGPEHHOMY CEpTADMKETY

|

=

|:| Halimi KoHTelHED SETOMATYECKKA

HMH KNHYEBSQrD KOH

BeeneHHOE MMA 33038T KNKYEEOA KOHTEAHED:
@ [NonbsosaTens
KomneloTepa

Brifepire CSP anA noucka Knioyess KoHTEAHEpOE:
| Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider -|

Danes >

2.6. B pe3ymprare OTKpPOETCS OKHO C TMPEAJIOKCHHEM BBECTH TMapoib K KOHTCHHEPY
«school_demoy. YkaxuTe mapoiib, KOTOPbI BbI 3a1aiu 17151 KOHTeHHEpa paHee B X0JI€ €ro

nobasiieHust B peectp (pexkomeHaoBaHHbINA «123»), n HaxmuTe «OK».

lg_ Kpuntellpo CSP g1

. 0:09:33
BeeauTe napone and KoHTeknepa “school_demo”
¥|==
=

1

[T 2anomHmTE napons

Co |2 Comen)




2.7. [locne 3TOr0 B OKHE MacTepa OyaeT yKa3aHO UMS KJIF0UeBOTo KoHTelHepa «School_demoy.
HaxMute «Jlanee».

KoHTefiHep 3aKpeITOro Kmovya
BeemaTe Nk yKEXMTE KOHTERHED SEKDEITOrD KNHOYE, KOTOPEIA COOTEETCTEYET g

BEIBPEHHOMY CEpTHRMKETY

EHai-‘m-'l KOHTEAHED BETOMaTMHECKM;

KA kniouesoro KoHTERHERE:
school_demo

BecpsHHOE MMA S3038T KNouesol KoHTeiHen:
@ NonesosaTens
KomneioTepa

BriGepwute C5F anA nowcka KnoYeBs KOHTEAHEPOE:
Crypto-Pro GOST R 34 .10-2001 Cryptagraphic Service Provider

2.8. [locne 3TOr0 HY)XHO MOBTOPHO BBECTU Mapojb K KOHTeWHepy «school demo». Ykaxure
mapoJib, KOTOpeId BbI 3amanu anst KoHTeiiHepa paHee B XOj€ €ro 00aBJICHUS B peecTp
(pexomenaoBanHbIi «123»), u HaxmuTe «OK».

!_.1 Kpuntollpo CSP u1

0:09:33

BEenWTe Naponk ANA KoHTelHepa “school_demo®

1

3anuMHHT|:- napons

Coc ]2 [Comen]

10



2.9. Ha crenyromem mare ykaxure (iar «YcTaHOBUTh cepTU(UKAT B KOHTEHHEP» U HAXKMUTE
KHOTIKY «Jlanee.

Basicno!

@naz «Ycmanosume cepmughuxam 6 KoHmeuHep» NO YMOIUAHUIO He YCMAHOBIEH, €20 HYIHCHO
VKaA3amv camocmoamensHo.

| MacTep ycTaHOBKKM AMYHOTO CEpTHdMKaTE _ ﬁ

Xpanunue cepTMMIKaTOE
YiaumTe ¥pEHUNWILE CEpTWRMKATOE ANA YCTEHOBKK BIBpaHHOrD paHes F;E
CEPTUMKETE.

YiazaHHEI paHes ©nar MCNoNE30EaHWA KNOYeELn KOHTERHEPOE NoNb30EaTENA MW
KOMMNBHTEDS ONpeaenAeT Bblﬁl:ll:l HEOGRD AMMED *PAHMNALL CepTUPMKaToOE

HMa xpaHunuLE cepTURMKaTOE:

2) [lonbsoBaTenA
Komnetotepa

2

2.10. Haxxmure «I"0TOBOY.

| MacTep ycTaHOBKKM AMYHOTO CEpTUdMKaTE ﬁ

3asepweHne paboTkl macTepa
YCTaHOBKWN NMYHOro cepTudmkaTta

PatoTa MAcTEPd YCTAHOBKM NMYHOMD CEPTMRMKETE YCNELIHD
SaEEpLWEHT.

BinW yrasaHe! cnemyiowme NapaMeTpeL:

BzaTe cepmadukaTt -
W3 halina Caschool_demo_cer.cer
WMA CEpTUDMKETE school_demo E
cyfbenT CM=school_demo
NOCTEBLLAK E=support @cryptopro ., {
AERCTEBMTENEH © G mapTa 2015, 14:26:33
nefCTBMTENEH MO Guwona 2015, 14:36:33
CEPUAHEIR HOMER 1200 02A7 5472 5CE2 BS ~

4 1 3

YaeguTeck, 4T BeIBpaHL! NPEEMNEHLIE NAPaMETPEI K
HaxmMKuTE KHonky "ToToBo" ANA BRINODNHEHWA YCTAHOBKN,

< Hazan I OmasHa

11



2.11. Tlocne HaXkaTHsi HAa KHOTIKY «I'OTOBO» MOSBUTCSI COOOILEHHE C MPEATIOKEHHUEM 3aMEHHUTD
CYLIECTBYIOIMHI cepTU(UKAT HOBBIM, HAXKMUTE KHONIKY «/[a».

I Kpumroftpo Cs2

SO 3ToT cepTUdMKAT yHE NPUCYTCTEYET B XPaHMAWLLE CepTHgMKATOE,

o 2
3aMEHUTE CYLLECTEYHLLMEA CEpTUdMKAT HOBBIM, C NPOCTaENEHHORA

CCBINKO HA 3aKpBITEIA Koy

3. IIpoBepka KOPPEKTHOCTH YCTAHOBKH

3.1. 3amycture Kpunrollpo CSP (Knomnka «Ilyck» — «Bce mporpammen» — KPUIITO-ITPO —
Kpunrollpo CSP).

| Stimulsoft Reports.Ultimate 20141 Trial
, StoneGate

. TechSmith

. Total Commander

. VideoLAN DokymeHTs

, Windows Phone

. ABTo3arpyska obpaxeHna
. Wrpei

| KPUMTO-MPO Myseixa

[[Q Kpuntoellpo CSP
= Kpuntellpo PKI

Iﬁ Ceptndmkatel
¥npasneHune nnuessnamn Kpuntollpo PEI

Komnetotep

Manens ynpasneHns

| OBonysuBaHne : g
YcTpoicTea n npuHTEpLI
, MO 'Cranuwa asTopusaymu Rutoken C5P1.3°

 MoaraToska KM Mporpamme! No ymoauaHu

| Mporpamna yaanedua npuHtepa Canon

. CranaapTHele Cnpaeka u nogaepxKa
. CTaHLWA 3an1cKi oTEETOR

. Cranuyma nevartwn KMM 3.1.2

Hazag

Hadmu npozparids U galin | | auepumuwe 'n:: (3

_

12



3.2. B otkpeBimiemcs okHe «Kpumpollpo CSP» na Brmamke «CepBUCY» HaXMHTE KHOIKY
«IIporecTtupoBars...».

.. Kpurrolpo CSP

ANropuTHbl I BesonacHoCTE I Winlogon I HacTpaita TLS
Obwyme | ObopyaosaHe | Cepeuc | OononHdTensHo

KOHTERHEP ZaKPEITOrD KoY

3TH MACTEPa NO3BONAKDT NPOTECTHPOBATL, CKOMWPOBATE WK
¥A4nHTb mHTEﬁHEFI 3AKPBITOrD KNDYa C HOCMTENA,

IEHETECI’HEEEETh... JI[ CKOMMPOBaTE... ][ ¥AAMMTB...

CepTUMKATEI B KOHTEMHEDE SEKPLITOrD KMHYa

3TOT MACTED NOSEONAET MPOCHOTPETE CEPTMOMKATEI, HEX04AWMECA
E KOHTEHEDE 3EKPEITOrD KKIYE, M YCTAHOBMTE MX B XPaHWUMMWE
CEPTHUMKETOE.

[ MpoCcMOTPETE CEPTMEMKETEI B KOHTERHEDE. ..

MisHER cepTrdukaT

3TOT MACTEP NOZBONAET CEA3aTh CEPTMRMKAT 13 daina
KOHTEAHEDOM 33KPEITOMD KMKOYE, YCTAHOBME STOT CERTMDMKST B
WKPEHUMMLLE,

[ YCTEHOBMTE NMYHBIN CEPTUGMKET. ..

Mapony 3aKpbIThIX KIKKYER

3TH MACTEPA NOZEONAKT M3MEHWTE NaponM (MYH-K0AE) ZaKPEITEIX
KNHOHEN MM YASMMTE SEN0MHEHHEIE DEHEE Mapani,

M3MEHMTE Naponke... l [ YAAMMTE 3aN0oMHEHHEIE NAPOH. .. l

[ OK ][ OTmeHa ] MpHMEHUTE I

3.3. B pesynbrare oTkpoercs okHO «TecTupoBaHue KOHTEHHEpa 3aKpHITOrO Kiroday. Haxmure
KHOMKY «O030p...».

KoHTellHEp 3aKPLITOMND KNHYa

BESOMTE WNK YKEHWTE KOHTERHED SAKPEITOMD KNKDYa, KOToPRIM HEoBxoaKMD
NpoTECTHMPOBETE

MMA KNKYeE0rD KOHTERHEDE!

BEEOEHHDE MMA 3a03eT KNKIYEE0A KOHTERHED: [I'In CEPTHURMKETY. .. ]
@ MNonbsosaTens
KoMneloTepa

BribepuTe CSP ANA NOWCKE KNHYEBLIX KOHTENHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider v]

13



3.4. B oTKpBIBIIEMCS] OKHE BBIOEpUTE KOHTEHHEp ¢ mMeHeM «SChool_demoy u Haxkmure «OK».

| Kpuntollpo CSP

Bribop KnioYeBOro KOHTERHEDE

B CkcKe NoKaskiBaTh:

@ [pyecTEEHHbIE MMEHE () YHMKANEHBIE MMEHE

CrKMCoK KNKYEBsIX K.OHTEEHEDOB NonNe30ESTENA.
-

Peectp school_demo

2 I OK I OTMeHa

3.5. IlpoBepbTe, uTo B moJie «MIMs KIIFOUEBOr0 KOHTEHHEpa» yKaszaHo 3HaueHue «SChool_demoy
u HaxxmuTe «Jlanee».

= = F—-xn-ﬂ
|2 TecTMpoBaHWe KOHTEHHEDA 33KPLITCro K | |
KoHTeHep 3aKpbITOro KNoua
BESAMTE MMM YKEHMTE KOHTEMHED 3EKPEITOMD KNKOYE, KOTOPEIA HEoBXoaMMo

NPoOTECTUPOEETE

HMA KNKYEBOro KOHTERHEDS:

BBEAEHHOE MMA 3303ET KMDYEBOH KOHTEAHED: Mo CepTHUDHKETY...

(@) MonbsoBaTens
KomnsloTepa

BribepuTe CSP ANA NOMCKE KAKIYEBRIX KOHTENHEDOE:
Crypto-Pro GOST R 34. 10-2001 Cryptographic Service Provider - l
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3.6. [Tocne »TOTO HY)XHO BBECTH Mapojib K KOHTeHHepy «school demo». Ykaxure mapois,
KOTopeld BBl 3amanmum Ui KOHTeiiHepa paHee B XOAE €ro J00aBJICHUS B PEECTp
(pexomenoBaHHBIN «123%), n HAXXkMuTe «OK».
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5 g BeeguTe napont 4nA koHTenHepa “school_demo”®
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3.7. [IpoBepbTe, UTO B CTPOKAX € pe3ysbTaTaMU MPOBEPOK yKa3aHbl 3HAUEHUS: «OIIMOOK He
OOHapyKEHO», «YCIELIHO», <«AOCTYHNEH», a TaKXKe, 4YTO B CTPOKE «CepTH(PHUKAT B
KOHTEHHEPEe» YKa3aHO: «COOTBETCTBYET 3aKPBITOMY KIIIOUY».

Haxmute «I"oTOBOY.
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PaboTa macTtepa NnpoBepKN KOHTeHepa
3aBeplueHa

MpOBEpHE SABEPIIEHS YCMELIHD olwmboK He oBHap

KOHTEMHED ZEKPEITOMD KNKDYE
WMA school_demao |
YHUKEMNBHOE MMA REGISTRY\\achool | =
FQCM JNREGISTRY Yschi
NPOBEPKE LENOCTHOCTH KOHTEAHEPS) YCMELHE

| TectvposaHue kOHTERHEPA SEKPLITOrO KMo

Koy obMeHa AOCTYMEH
SKCMOPT OTKPEITOMD KAKYE YCMELWHD
WMMOPT OTKPEITOND KKD4Ya YCMELWHD
noance YCMELHD
NpoEEpKa YCMELWHD
CO3AEHKE KNkoYa obMeHa YCMELWHD
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| TectvposaHue kOHTERHEPA SEKPLITOrO KMo

PaboTa macTtepa NnpoBepKN KOHTeHepa
3aBeplueHa

IKCNOPT KNHHYE paspewex
ANropuTM MOCT P 34, 10-20C
MOCT P 34, 10-20C
MOCTP 34,1194
CEPTHMPMKET B XpPaHUnMLLE My
CM=school_demc
REGISTRY Yischt
WMA CEpPTUDMKETS school_demao
CyfBeKT CM=school_demo
NOCTABLLME E=support@cryphb
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